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ABSTRACT

As space-based assets become essential to communications, navigation, defense,
and civilian infrastructure, they face unprecedented risks from cyberattacks. This
paper examines the vulnerabilities of space systems by developing a structured
taxonomy that captures threats across three dimensions: legacy systems reliant on
outdated technology, operational infrastructure involving command pathways and
supply chains, and artificial intelligence—enabled systems that introduce novel risks
such as data poisoning and opaque decision-making. Through a methodology
combining literature review, taxonomy development, case study integration, and
framework validation, the research identifies how weaknesses in ground control
centers, commercial off-the-shelf components, cloud-based services, and Al-driven
autonomy create systemic exposure to cyber exploitation. The findings highlight how
these vulnerabilities are reinforced by real-world incidents, including NASA cyber
breaches and GPS interference in Europe. This study contributes by offering a
systematic framework for understanding cyber risks in space, grounded in both
theory and practice. It advances the field by integrating Al-specific vulnerabilities
into traditional analyses of space cybersecurity, thereby reflecting the growing
autonomy of spacecraft. The results provide policymakers, engineers, and defense
planners with actionable insights for developing resilient cyber defense strategies.
Future research directions include Al explainability for autonomous satellites,
verification of aerospace supply chains, and the establishment of international cyber
defense agreements for space operations. By clarifying the taxonomy of
vulnerabilities and linking them to operational realities, this paper lays the
foundation for strengthening the cyber defense of space infrastructure in the 21st
century.
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1. Introduction new dimension of vulnerability: cyber
The increasing reliance of modern threats targeting space systems. Unlike
societies on space-based assets for traditional space hazards such as orbital
communication, navigation, surveillance, debris or solar storms, cyberattacks exploit
and critical infrastructure has introduced a weaknesses in both terrestrial control



infrastructure  and  onboard  satellite
technologies. As satellites evolve to
incorporate commercial components and
artificial intelligence (Al)-driven autonomy,
the attack surface expands significantly,
raising urgent concerns for national security
and global stability.

This paper addresses the central
research  problem: identifying  and
categorizing the primary cyber vulnerabilities
affecting both legacy space architectures and
Al-augmented infrastructures. The objective
is twofold: (1) to systematize vulnerabilities
across ground, space, and Al-enabled
domains, and (2) to provide a structured
framework that can guide policymakers,
defense  planners, and engineers in
strengthening cyber defense for space-based
infrastructure.

The establishment of the United
States Space Force in 2019 underscores the
recognition of space as a contested domain
requiring specialized defense strategies
(Ruff, Stelmach, & Jones, 2022). This
institutional development is not discussed
here as a political artifact, but as an
indicator of the growing importance of
defending space systems from cyber and
hybrid threats. Accordingly, this study
contributes to the broader discourse by
integrating lessons from military, civil, and
commercial sectors into a taxonomy of
vulnerabilities, mapped against documented
incidents of space-related cyberattacks.

Through a combined methodology of
literature review, taxonomy development,
case study integration, and framework
validation, this research advances a
structured analysis of cyber weaknesses in
space systems. The findings presented in
Table no. 1 provide not only a
comprehensive categorization of risks but
also a foundation for future defense and
resilience strategies in the emerging cyber—
space nexus.

2. Critical Infrastructure

As satellites become more integrated
into global infrastructure systems, the need
for strong cyber protection in space has
grown. Cybersecurity in space is recognized
as essential to ensuring national security,
maintaining consistent communications,
and  retaining  strategic = autonomy.
The extent of their integration into
terrestrial infrastructure emphasizes the
importance of recognizing and protecting
satellites as vital infrastructure assets.
Satellites, as  essential  components
of the space segment, perform a wide range

of crucial activities, including
telecommunications, navigation,
environmental monitoring, and defense

operations

Global Navigation Satellite Systems
(GNSS), Earth observation, and worldwide
communications all rely on space-based
systems to operate effectively. These
services support the operations of critical
sectors such as transportation, emergency
response, finance, agriculture, and energy
(Carlo & Breda, 2024). Because of the
systemic interdependence between space
assets and terrestrial operations, satellite
systems must be available and secure at all
times for public safety and economic
stability. Satellites assist national defense
capabilities by providing secure
communications, reconnaissance, and
missile warning systems. Their strategic
value makes them possible targets for
adversary interference. Any threat to the
integrity or availability of satellite services,
particularly through cyberattacks, might
weaken national security posture and
disintegrate  strategic  decision-making
autonomy (Gerstein & Leidy, 2025). As a
result, ensuring the resilience of space
systems must be prioritized in national
security.

A wide range of cyber threats,
including virus infections, data exfiltration,
spoofing, and signal jamming, are
increasingly affecting satellite systems.



These attacks, which target both satellite
payloads and related ground control
systems (Gheorghe et al., 2023), may
disrupt critical operations. The vulnerability
of space systems is made worse by the
growing complexity of the APTs (Active
Persistent Threats), which calls for the
creation of sophisticated, multi-layered
cybersecurity infrastructures.

Despite the strategic significance of
satellites, space systems have not been
officially recognized as a critical
infrastructure sector by the current US
policy. Analysts from The Cipher Brief and
the Foundation for Defense of Democracies
contended in January 2025 that although
the Biden administration recognized the
critical role of space in global
communications and infrastructure
resilience, space systems were not formally
included in the framework for protecting
critical infrastructure (Fixler &
Davlashelidze, 2025). This exclusion
results in a significant vacuum in national
infrastructure resilience development and
restricts the coordination and funding
processes that are normally granted to other
designated sectors.

The growing dependency on satellite
systems in both military and civilian sectors
highlights the critical importance of
prioritizing cybersecurity in the space
industry (Georgescu & Botezatu, 2016).
Considering the range of services that
satellites make possible and the impact of
their disruption. Space systems must be
officially =~ acknowledged as critical
infrastructure and must be protected
appropriately. This recognition could
accelerate interagency collaboration, policy
development, and investment in

cybersecurity projects. Filling this gap is
vital not only for effective policymaking
but also for military readiness, especially as
global tensions and cyber threats continue
to rise.

3. Multidomain Concept

The multidomain concept of space
and cyber emphasizes the integration and
coordination of operations across multiple
warfighting domains — specifically, land,
air, sea, space, and cyberspace — to secure a
strategic advantage. Within this concept,
space and cyber are no longer only ancillary
support functions but are regarded as
essential, contested areas in their own right.
Space assets, including satellites, are crucial
for communication, navigation, missile
warning, and surveillance. In contrast,
cyber capabilities safeguard, disrupt, or
manipulate the data and systems that
support military and civilian operations.

The multidomain concept illustrates
the direct influence of cyber operations on
space systems and vice versa when used
concurrently (Figure no. 1). A cyberattack
on a satellite’s control system or ground
station can impair or obstruct GPS signals
or military communications, impacting
operations across all domains. In contrast,
space-based systems can facilitate or
enhance cyber operations, including the
surveillance of worldwide network activity
or transmitting signals for remote cyber
engagement. The integration of these
domains necessitates a cohesive strategy for
resilience,  threat intelligence, and
coordinated defense, acknowledging that
superiority in one domain increasingly
relies on security and efficacy in the others.
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Figure no. 1: Multidomain Concept
(Source: Bartles, Tormey & Hendrickson, 2017)

4. Methodology

To develop Table no. 1: Cyber
Vulnerabilities in Space Systems, a
structured multi-step methodology was
employed, combining literature review,
case analysis, and comparative assessment.
This  approach  ensured that the
vulnerabilities 1identified represent both
traditional space architectures and emerging
Al-augmented infrastructures.

4.1. Literature Review and Source
Selection

The first phase involved an extensive
review of peer-reviewed articles, technical
reports, and proceedings from international
conferences on space cybersecurity. Priority
was given to sources that addressed both
legacy satellite systems and artificial
intelligence integration in space missions.
In particular, works by Breda et al. (2022)
and subsequent studies on ground segment
security, Al risks, and supply chain threats
were critically examined.

4.2. Taxonomy Development

Based on the literature, a taxonomy of
vulnerabilities was developed to capture
threats across three levels of space system
architecture. The first level concerns legacy
systems, which include both ground and
space segments that remain dependent on
outdated or insufficiently = hardened
technology. The second level involves
operational infrastructure, encompassing
command pathways, supply chains,
commercial off-the-shelf (COTYS)
components, and cloud-based
infrastructure, all of which introduce
additional exposure to cyber exploitation.
The third level focuses on artificial
intelligence systems, where risks emerge
from compromised training data, opaque
model  design, unreliable  onboard
monitoring, and  potentially  flawed
autonomous decision-making. Collectively,
this categorization enabled the systematic
alignment of wvulnerability sources with
their ~ descriptions and  real-world



manifestations, providing a structured
framework for assessing the cyber risks
inherent in space systems.

4.3. Case Study Integration

Documented incidents of cyberattacks
on NASA, GPS spoofing in Europe, and
satellite hijacking attempts were mapped
against the taxonomy. This step ensured
that the vulnerabilities listed in Table no. 1
are not merely theoretical but grounded in
historical and emerging cases.

4.4. Expert Validation

To  strengthen  reliability, the
preliminary taxonomy was cross-validated
with existing frameworks for critical
infrastructure risk (RAND, 2023; Pavur,
2021). Emphasis was placed on ensuring

interoperability between terrestrial
cybersecurity practices and space system
applications,  particularly  where Al

introduces unique operational risks.

4.5. Table Construction

The findings were consolidated into
Table no. 1 by presenting each vulnerability
source alongside a concise description and
its authoritative reference. The table
highlights not only technical weaknesses
but also systemic risks introduced by
supply chains, commercial technologies,
and Al-driven autonomy. This format

enhances clarity and supports comparative
analysis across mission architectures.

5. Space
Vulnerabilities

Table no. 1 offers a detailed summary
of significant deficiencies recognized in
traditional and  Al-augmented space
infrastructures. The most vulnerable
components include the ground segment,
command pathways, and onboard telemetry
systems, all prone to illegal access,
inadequate encryption, or supply chain
manipulation. Moreover, commercial off-
the-shelf (COTS) hardware, open-source
software, and cloud-based infrastructure
present  other avenues for  cyber
exploitation. In artificial intelligence,
vulnerabilities are increasingly intricate;
dangers, including data poisoning during
training, insufficient explainability in
decision-making algorithms, and inaccurate
outputs from autonomous systems pose
significant operational hazards. The issues
related to Al are particularly alarming due
to the increasing autonomy of spacecraft
and the significant decisions entrusted to
machine learning algorithms. The graphic
highlights the critical necessity for cyber-
resilient infrastructures and regulatory
frameworks designed for both traditional
and Al-driven space missions (Breda et al.,
2022).

Systems and Cyber

Table no.1
Cyber Vulnerabilities in Space Systems

Vulnerability Source

Description

Reference

Legacy Space Systems
- Ground Segment

Access points can be exploited to
issue unauthorized commands or

exfiltrate data; the weakest
component in the mission
architecture

Breda et al., [AC-22-D5.4.1, p. 3

Legacy Space Systems
- Space Segment

Telemetry, Tracking and Command
(TT&C), avionics, and onboard data
handling systems are susceptible to
intrusion or hijack

Breda et al., IAC-22-D5.4.1, p. 3




Vulnerability Source

Description

Reference

Command Path

End-to-end command link can be
compromised via weak encryption or
unauthorized uplink interception

Breda et al., [AC-22-D5.4.1, p. 4

Supply Chain

Hardware/software backdoors
inserted during manufacturing or
update cycles

Breda et al., [AC-22-D5.4.1, p. 4

COTS and Open

Increased risk from non-hardened

Breda et al., IAC-22-D5.4.1, Table 1

Source Software commercial components and
dependencies on unverified code
As-a-Service Cloud-based ground infrastructure | Breda et al., IAC-22-D5.4.1, Table 1

Infrastructure introduces risk of remote breaches
and data leakage
IoT Devices Onboard | Increase attack surface and introduce | Breda et al., JAC-22-D5.4.1, Table 1

potential  backdoors via
secured connected systems

poorly

Al - Data Input

Training data manipulation or
poisoning can mislead Al algorithms
and create incorrect outputs

Breda et al., IAC-22-D5.4.1, Table 2

Al - Model Design

Poorly tested or opaque ('black box')
Al algorithms may make
unpredictable decisions

Breda et al., IAC-22-D5.4.1, Table 2

Al - Onboard Health
Monitoring

False positives or negatives from Al
anomaly detection could mask actual
system failures

Breda et al., IAC-22-D5.4.1, Table 3

Al -
Systems

Autonomous

Improper mechanical control
decisions can cause mission damage
or collision with other assets

Breda et al., IAC-22-D5.4.1, Table 3

5.1. Satellite Laser Ranging

Satellite Laser Ranging is a precise
method used globally, with at least 40
stations in 23 countries, organized by the
International Laser Ranging  Service
(ILRS), primarily for determining satellite
orbits with high accuracy, thereby
supporting scientific fields such as geodesy
(Butt, 2009, p. 22). China has seven SLR
stations. These stations primarily utilize
solid-state pulsed lasers with an average
power of less than 1 watt, predominantly

operating in the 0.532-micrometer green
light range. The Shanghai station is known
to have used a more powerful system, with
an average power of roughly 40 watts, for
experimental tracking of space debris (Butt,
2009, pp. 24-27).

Daytime SLR  presents  more
challenges than nighttime photography, due
to the higher sky brightness. However,
techniques such as spectral filtering and
post-processing improve the signal-to-noise
ratio sufficiently to allow ranging even



during daylight. Chinese stations, like the
Changchun Observatory, have developed
daylight SLR capabilities, although these
operations have occasionally been halted
(Butt, 2009, p. 24). Ranging to
uncooperative  satellites, which lack
retroreflectors, provides valuable orbital
information but usually involves weaker
return signals (Butt, 2009, p. 22).

Regarding the impact of these lasers
on Earth-imaging satellites in low Earth
orbit (LEO), the paper suggests that careful
operation, particularly avoiding satellite
passes near the zenith where the laser
would be directly in the field of view,
minimizes risks. If these safety measures
aren't taken, there is a 1 in 1,000 chance
that the filters that protect the sensors or the
Sensors themselves will become
permanently damaged. This evaluation is
based on the idea that the satellites don’t
have screens or other systems that protect
them from bright light (Butt, 2009, p. 25).
Chinese researchers and operators are
apparently aware of these risks and adhere
to operational guidelines to avoid
potentially harmful irradiations.

Chinese SLR stations primarily use
Neodymium-doped  Yttrium Aluminum
Garnet (Nd:YAG) pulsed lasers, which
generate green laser pulses with energies of
approximately 0.1 J and repetition rates of
up to 10 Hz, resulting in an average power
of around 1 watt. Experimental higher-
power lasers are also in operation at some
stations, such as Shanghai; however,
regular mobile stations typically employ
lasers with an average power of roughly 0.4
W (Butt, 2009, p. 27). The effects of these
relatively low-powered lasers range from
negligible to minor sensor dazzling, with
the likelihood of permanent damage to
sensors estimated at approximately 0.2% if
the laser illumination happens while the
sensor is unfiltered and directly illuminated
(Butt, 2009, p. 31).

To mitigate risks, the author suggests
creating “rules of the road” for SLR

operations, such as restricting laser ranging
when the satellite is near the zenith (e.g.,
within 30 degrees of the local vertical).
Future improvements in SLR technology
may further mitigate potential harm by
reducing pulse energy and increasing
repetition rates, thereby distributing laser
illumination over more pulses and
decreasing instantaneous irradiance (Butt,
2009, pp. 31-33).

5.2. Chinese Space Aggression

China has worked hard to create anti-
satellite (ASAT) weapons and space
warfare tactics, which go against the idea
that it stays peaceful in space. According to
a U.S. National Security Council
spokesman, China destroyed one of its
weather satellites (Pillsbury, 2007). This
made China the third country, after the U.S.
and the Soviet Union, to conduct such a
test, although China did not publicly admit
to it. Instead of easing worries worldwide,
the test and news that a Chinese laser lit up
a U.S. satellite in 2006 have worried
countries such as Japan, South Korea,
Australia, Canada, and Britain more.
Russia’s defense minister warned of danger
(Pillsbury, 2007).

5.3. NASA Cyber Attacks

Figure no. 2 shows a steady and
growing pattern of cyberattacks on NASA
over a decade, starting in May 1997, when
hackers with ties to Russia broke into the
Goddard Space Flight Center (Epstein &
Elgin, 2008). This breach contributed to the
failure of the ROSAT satellite in 1998. The
satellite turned toward the sun and became
forever disabled. This was one of space
systems’ first known cases of cyber-
physical sabotage.

In 2002, someone broke into the
Marshall Space Flight Center and stole
secret designs for rocket engines that may
have been sent to China (Epstein & Elgin,
2008). In 2004, a hacker used stolen
passwords from Goddard to gain access to



the Ames Research Center, forcing NASA
to disconnect all of its supercomputers
completely. This was a drastic but
necessary step to prevent further data loss.
In 2005, a significant event occurred:
malware called stame.exe was discovered at
the Kennedy Space Center during
preparations for the Shuttle Discovery. This
malware transmitted sensitive mission data
to IP addresses in Taiwan that may have
been linked to China. In December, another
attack at the Johnson Space Center resulted
in the loss of 20 gigabytes of private data

In 2006, someone used spearphishing
to trick NASA headquarters into giving up
cash and project information. 2007 the
threat continued when the Earth Observing
System at Goddard was broken into again.
This led the Inspector General to
acknowledge the complexity and longevity
of these attacks publicly. Each attack
highlights the serious weakness of space
infrastructure ~ and  underscores  the
importance of maintaining robust protection
policies for both civilian and military space
agencies.

XMarshall Space Flight Center hacked; rocket engine data likely stolen.

XAmes Research Center supercomputers taken offline due to breach.

XStame.exe malware at Kennedy Space Center; Shuttle data exfiltrated.

XJohnson Space Center attack; 20 GB of data sent to Taiwan.

XSpearphishing at NASA HQ; financial/project data stolen.

from the International Space Station
(Epstein & Elgin, 2008).
Timeline of Major Cyber Attacks on NASA (1997-2007)
May 1997 | XRussian hackers infiltrate Goddard Space Flight Center.
]U| 1998+ XU.S. Justice Dept. approves monitoring of cyber operations.

Sep 1998+ XROSAT satellite disabled; linked to Russian cyber intrusion.

Jun 2002 ¢

May 2004 -

Apr 20051

Dec 2005

Sep 2006

Nov 2007 ¢

XEarth Observing System at Goddard again compromised.

Year

1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Figure no. 2: Timeline of Major Cyber Attacks on NASA (1997-2007)
(Source: Epstein & Elgin, 2008)

5.4. Alleged Russian GPS Spoofing

Russia is thought to be jamming GPS
signals in Europe, which has made it harder
for civilians to find their way and raised

safety worries in many areas. Since the end
of 2023, hundreds of civilian and military
planes have reported GPS problems near
the Russian border, mostly over the Baltic



Sea and Eastern Europe. The Guardian
reported that more than 46,000 flights —
including those operated by Ryanair, Wizz
Air, British Airways, and easyJet —
experienced GPS interference from last
August through spring 2024; even an RAF
aircraft carrying the UK Defence Secretary
encountered jamming near Kaliningrad,
deemed “wildly irresponsible” by defense
officials, though aviation regulators deem
the impact manageable due to on-board
system redundancies (The Guardian, 2024).
In the same way, a GPSWorld study looks
into a more minor but politically significant
problem in Bulgaria: since December 12,
2024, Prague’s GPS systems have been
interrupted sometimes, which has had an
effect on timing for flights and maybe even
the power grid. While it looks like the
interference is coming from inside Sofia
and not from Russia, experts think that
Russia might be behind it to upset national
security during a political stalemate
(Goward, 2022).

These events show that GPS hacking
is becoming increasingly used as a weapon
in geopolitics. There seems to be deliberate
and strategic targeting of critical airspace in
the Baltic area, based on the size and
closeness of the interference (The Guardian,
2024). This has led the International Air
Transport Association and the EU Aviation
Safety Agency to work together to assess
the risks. In Bulgaria, the breakdowns
happened at the same time as a political
deadlock and an electrical outage in
December. This suggests that someone may
have been trying to hurt public trust and the
country’s ability to keep running (Goward,
2021). These cases show how easy it is to
change GPS signals on both civilian and
government infrastructure. It is vital to take
protective steps like using different
guidance systems and stricter international
rules to stop this kind of hybrid warfare.

6. Result of Cyber Attack on
Satellites

A global cyberattack targeting satellite
infrastructure poses a profound risk to
modern  civilization,  with  cascading
consequences across multiple critical sectors.
Van Camp and Peeters (2022) highlight that
experts in the space industry now consider
cyber threats more probable and impactful
than traditional hazards like solar storms or
space debris. Their study models the effects
of a comprehensive satellite service failure,
showing how immediate disruptions to
navigation, communication, and timing
services would paralyze air and rail traffic,
disable emergency systems, and interrupt
financial transactions. Within hours, essential
services like power grids, telecommunications,
and weather forecasting would collapse, with
societal and economic breakdown accelerating
over subsequent days and weeks (Van Camp
& Peeters, 2022).

The authors emphasize that the most
vulnerable elements in satellite systems are
not in orbit but on the ground, particularly
in control centers, data uplinks, and
networks reliant on outdated software and
commercially available hardware. This
vulnerability is especially pronounced in
commercial satellite operations, which
often lack robust cybersecurity protocols
due to cost constraints. The paper concludes
that while a total satellite blackout is
unlikely, the potential severity of such an
event  justifies urgent international
collaboration, investment in cyber-resilient
architectures, and regulatory frameworks to
safeguard space-based infrastructure. These
findings underscore the need for proactive
defense measures to mitigate a threat that
could destabilize national security and
global societal functioning.

6.1. Securing Satellites

Published  research  thoroughly
examines the cybersecurity vulnerabilities
inherent in contemporary satellite systems,
highlighting the privacy and security threats



associated  with  long-range  satellite
broadband services. Through a series of
rigorous real-world experiments, the study
uncovers  significant and  previously
unreported dangers, illustrating that satellite
eavesdropping can be executed with
comparatively inexpensive equipment. These
results have significant and far-reaching
implications, affecting millions of users,
including large enterprises and government
operations, by revealing how intercepted
satellite communications can compromise
critical data. The study highlights a
significant transformation in the satellite
threat model, wherein formerly theoretical
issues have evolved into tangible hazards
capable of  jeopardizing essential
infrastructures, including electricity grids,
maritime navigation, and emergency response
systems. The thesis presents a novel hybrid
mitigation technique that combines virtual
private networks (VPNs) with performance-
enhancing proxies, ensuring security while
maintaining the performance of satellite
communications (Pavur, 2021).

The  thesis  presents technical
advances and formulates a generalizable
methodology for undertaking cybersecurity
research in space systems using the RCMA
(Recognize, Connect, Motivate, Adapt)
framework (Pavur, 2021). This methodical
approach enables the identification and
rectification of intricate cyber-physical
vulnerabilities that exist at the intersection
of terrestrial and interplanetary systems.
Utilizing the RCMA framework in case
studies related to Space Situational
Awareness (SSA) and launch integration
safety reveals systemic vulnerabilities and
provides pragmatic options for enhancing
cyber defenses across various mission
profiles. These contributions establish a
foundation for future multidisciplinary
research and operational enhancements,
serving as both a framework and a catalyst
for safeguarding the evolving and
increasingly vital field of space-based
infrastructure (Pavur, 2021).

7. Conclusion

This study has demonstrated that
cyber defense in space is no longer a
theoretical concern but an operational
necessity. By employing a structured
methodology that combined literature
review, taxonomy development, case study
mapping, and framework validation, the
research produced a systematic framework
of vulnerabilities in space systems. Table
no. 1 consolidates these findings, showing
how weaknesses in legacy ground and
space segments, supply chains, commercial
off-the-shelf (COTS) technologies, cloud
infrastructure, and Al systems collectively
undermine the resilience of space-based
assets. The novelty of this work lies in its
integration of Al-specific vulnerabilities —
such as data poisoning, algorithmic opacity,
and autonomous decision-making errors —
into the broader cyber defense discussion.
This addition underscores the reality that as
spacecraft become increasingly
autonomous, Al systems themselves
emerge as critical points of failure requiring
tailored safeguards.

The contribution of this research is
significant in three ways. First, it provides a
taxonomy of  vulnerabilities that
policymakers and engineers can use as a
structured framework for identifying and
mitigating cyber risks across space
missions. Second, it grounds this taxonomy
in real-world case studies, including NASA
cyber breaches, GPS spoofing in Europe,
and satellite hijacking attempts, thereby
ensuring practical applicability. Third, it
offers strategic guidance by emphasizing
the need for integrated defense models that
bridge terrestrial and extraterrestrial
systems while addressing supply chain
integrity, Al accountability, and the
development of international cyber norms
for space. Together, these contributions
form a foundation for advancing resilience
in the cyber—space nexus.

Looking forward, future research
should prioritize the development of Al



explainability models for autonomous safeguarding space-based infrastructure
spacecraft, supply chain verification demands a coordinated global effort that
protocols for aerospace hardware and integrates technical innovation, policy
software, and multilateral cyber defense development, and strategic  defense
agreements for space operations. These planning. By advancing a structured
directions align with the growing understanding of vulnerabilities, this paper
recognition  of  space as critical provides the groundwork for the next
infrastructure and will help ensure that generation of research and practice in the
cyber defense strategies evolve in step with cyber defense of space systems.
technological advances. In sum,
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